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Functionality for Zimba: double authentication




Two-step authentication
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Enable Two-Step Authentication

Access webmail (posta.vatican.va); go to Preferences and then Accounts; scroll through the right column and click
Authentication Configuration in two steps:
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Click Start Configuration
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Enter your email account password and click Next
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This screen shows the link to download the apps for Android and iOS. Before clicking next, visit the proposed link for
download the app:
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By clicking on the link indicated in the previous screen, the following web page with app list opens:
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- This article is a Work In Progress, and may be unfinished or missing sections:

Starting with Zimbra Collaboration 8.7 and above, Zimbra introduces Two Factor Authentication, this Wiki has
been created with the intention of orientate Customers about what TOTP applications should work with Zimbra
collaboration Two factor authentication feature,

Zimbra Two Factor Authentication implements the algorithm specified in RFC 6238, and any app Implementing this algorithm should work.

Tested Applications

The Zimbra QA Engineers has been tested the next applications for your convenience:
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For Android, here is the app that you need to install:
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Launch the installation on a mobile device and return to the following screen on the webmail and click Next
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A code will be generated to be used for the configuration of the App installed on the device. Select it and copy it and follow
with the next steps.
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Then launch the installed App and click START



< e S ES o R ses D 1142
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O La tua password

a Un codice generato da questa app

This screen will open and click on "Enter a code provided":
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Aggiunta di un account

Puoi aggiungere un account selezionando una
delle seguenti opzioni:

B Leggicodice abarre

B3 Inserisci un codice fornito

Enter your account and paste the code copied above and click on ADD:
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The following screen will open with a disposable code created that we need to copy:
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Let's go back to the interface opened on the web mail and click Next:
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On the screen that opens, paste the disposable code created by the App and click Next
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On the screen that opens, click Finish:
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Fai clic su "Fine" per completare la configurazione e attivare l'autenticazione in due sull'account
passaggi per il tuo account.

Fine
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Two-step authentication is now configured. To access the webmail you will therefore need, in addition to your password, also
the code disposable that will create the App installed if necessary. To create the code, just open the App and a code that is valid
for a while will be shown limited indicated by the App itself with a countdown.



So let's go to posta.vatican.va. On the first screen, enter your personal email and password and click on Enter; open the App
and copy the code displayed; paste the value in the next screen of the webmail and click on Verify to definitively enter your

mail electronics
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Disable two-step authentication on applications that do not support it

Two-step authentication cannot be used on mobile devices and is only compatible with Outlook 2013 with ed connector
Outlook 2007 with connector and service packs 1 and 2 installed.

To overcome authentication problems on applications that do not support it, you need to create a code, directly from webmail,
and use it at instead of the password of your account, only on these applications, so that double authentication will not be
requested.

Access the webmail (posta.vatican.va); go to Preferences and then Accounts; scroll down the right column and click on “Add
code application":
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Give a fictitious name to the application to be disabled and click Next

@ Firefox File Modifica Visualizza Cronologia Segnalibri Strumenti Finestra Aiuto @Y ) 2 @S o) esxmEr KN Luni12:36 Q @ =

ece TOTPApps - Zimbra :: Tech Cente % | [l La crittografia con Zimbra zP % f Vaticano Webmail: Preferenz. % | 4

(\(—/\ (® @ | https://posta.vatican.vaj?client=preferred#7 ¢  Q cerca wB O34 A 2@ " g =
EY weomail [P zabbix €0 oraciedn [ Amministrazione 2. G VatiCloud @ Intranetpsiv - 4RA [ Prootpoint Suppor.. 3 Prootpoint Protect.. ) Autenticazione -C... @ Moduli documenti .. »
Email Contatti Agenda Impegni Valigetta Preferenze (&)

Salva Annulla Annulla modifiche

v Preferenze

9} Generall
Firma: Gestisci le firme ..
¢+, Account
Emall . —— ” : Seecra . )
Sicurezza dell'account: Uso dell'autenticazione in due passaggi  Disatfivazione autenticazione in due passaggi.
%" Filtr
_» Firme
Se la tua applicazione non supporta l'autenticazione in due passaggi, genera un B iut
&> Fuori ufficio passcode per autorizzare |'applicazione la prima volta che la utilizzi per accedere b
al tuo account. Zione in due passaggi
@ Indirizzi affidabili
| Uttimo utilizzo
a Contatt Nome applicazione: | Thunderbird ‘
™ Agenda
& Condivisione
' N Avanti I Annulla ‘
% Notifiche ‘ Itato trovato

'j App e dispasitivi connessi
& ImnonalFennrta Agglungl codice applicazione
“ 1 maggio 2017 » »
1 2 : 3 4 5 6 = Delegati: Gli utenti indicati di seguito dispongono di autorita delegata sull'account
B 9 10 1" 12 13 14 Nome | Tipo
15 16 17 18 19 20 21

22 23 24 25 26 27 28
29 | 30 31 1 4

. Naceiin riciiltats trovatn 4




A code will then be created to be used instead of your account password only in the application for which we created it. To

copy then the code and click Close.
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We open Thunderbird, paste the code. To avoid remembering the code every time, we can also check the option "Use
Management password to store this password ”. Click on Ok to go on.
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The next screen prompts you to paste the code again. To avoid remembering the code every time, we can also check the option
"Use the password manager to store this password" here. Click on Ok to finish.
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Disabling two-step authentication

To disable two-step authentication, access the webmail (posta.vatican.va); go to Preferences and then Accounts; scroll the
column of right and click on “Two-step authentication deactivation”.



® Firefox File Modifica Visualizza Cronologia Segnalibri

Strumenti Finestra Aiuto @ Y 2 @ = o) s8xm) I8 Lun1236 Q @ =

(- (i) @& | https://posta.vatican.vaj7client=preferred#7

webmail Zabbix @ OracleDA 4 Amministrazione Z...

Opisable~ XL Cookies™ 4CSS~

il Forms

Elimages ™

TOTPApes - Zimbra :: Toch Centi X La crittografia con Zimbra ZF * /,‘ Vaticano Webmail: Preferenz. '-\+

c Q cerca ﬁ (=] $ H 2~ @~/ =
o VatiCloud @ Intranet PSIV. ¢ JRA [ Proofpoint Suppor.. 4 Proofpoint Protect.. 4 Autenticazione-C.. @) Moduli documenti ... »
# Information~ {@Miscellaneous™  Outline” ¢ Resize™ *Tools~™ <>View Source” M Options ~ v X o

g,‘;g VATICANO WEBH

Email Contatti Agenda Impegni Valigetta Preferenze [J)
Salva Annulla Annulla medifiche
v Preferenze : ! ’ ’
@ Generali Y
Firma: Gestiscl le firme ...
{*; Account
=3 Emall : : 3 A AN e X
Sicurezza dell'account: Uso dell'autenticazione in due passaggi  Disattivazione autenticazione in due passaggi...
Filtri
¥ Codici monouso: 10 codici non utilizzati Visualizza
o Firme
3 Dispositivi affidabili: Hai 0 dispositivo affidabile revoca questo dispositive  revoca twitll gl altr dispositivi
& Fuori ufficio
Applicazioni: Crea passcode per applicazioni che non supportano l'autenticazione in due passaggi
& Indirizzi affidabili
a Conatil Nom Il | Creato | Ultimo utilizzo
™ Agenda
&% Condivisione
(4 Notifiche Nessun risultato trovato.
d App e dispositivi connessi
& Imnnna/Fenarta Aggiungi codice applicazione  Hevoca codice
“ 4 maggio 2017 »
M M G v S D
11 2 ; : 5 6 7 Delegati: Gl utenti indicati di seguito dispongono di autorita delegata sull'account
[} 9 10 1" 12 13 14 Nome Tipo
15 16 17 18 19 20 21
22 23 24 25 26 27 28
] » = 1 2 3 4
5 s 7 5 8 1"
hlascuo douliatotzouain

Confirm by clicking on Yes



v Prefecenze
& Generay
£ Account
2 Emzi
" Filtii
b Fime
g Fuor utcio
@ Inariza atcanil
& Comtatti
= Agenda
‘ Conamsione
{4 Notitone
§ Appedaposiv connessi
€ ImportaEsporia
&) Tast discella rapda
Zimiat
“« A mapga 2017 »
L v a v 8 [
1 2 3 4 5 8 T
] : ] 10 " 12 13 e
1% 18 17 18 19 20 21
2 @ 24 3 26 27 28
» w[@] : -

| Norne account St | dnzzo emall

l Account princosle oK o @netva

‘Aggurdmnm| Aggungl personalits | Senins

Indirizzo emall: anetm

Noma sccount: | Account orincpa’s

Impoatazion| per | messagg! invisti
Da: Scagh il noma ohe compars nol

2D v anwero savore tatonsonnone n e possogg”

Rispondi &: | Imposta 4 campo Wmond.i
I

Firma: Gestiscl e firme ..

La] &)

{ cell 51

Codicl monouso: 10 codici non ulllizzall  Visusizza

indus passapyl  Disattiarione sutenticazions n dus passagol.

Hai ftidabile rrvoca quesio Ssposiive  Tevocs Wt gl e deconiie
Grea per ene non In due passagg!
Neme Creato Ulkmo utilzzo
" Thundsrbird 205117 T
| Aggiung codies appicazicns | Flavnca codics
Delegati: GE went Indicar o 3eguilo dispongono 0 autcety
Nome Tyo




Compatible applications

Mobile devices are not compatible with dual authentication. Of the various clients only Outlook 2013 and 2007 are compatible
but with the following precautions:

e Outlook 2013 must be configured with Connector and Exchange
e QOutlook 2007 must be configured with Connector and Exchange and Office Service Packs 1 and 2 installed



